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Configuring disks can aid 

performance. 

Backups may be the last line 

of  defense against data loss 

but they can also provide 

operational benefits.
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Contents:

1. From the Company point of view 

2. What are we hoping to achieve?

3. Technical ïhardware - methods

4. Technical Questions (FAQs) 

5. Conclusion & Recommendations
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Part 1:

1. Whose responsibility is it? 

2. Why do it at all?

3. What Risks do we face?

4. Is it just a Management Decision? 

5. Emerging Trends 

6. Operational advantages

7. Consequences of downtime
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ERP Architecture (SQL Server)
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1a. Whose Responsibility?:

Controller IT Manager

CIO

CFO

Directors

Shareholders
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1b. Why do it (SOX etc)

Sarbanes Oxley has requirements that 

are:

1.  law to public companies

2.  common sense to others
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1c. Risks ï5 main areas

¸ Loss or failure of Hardware

¸ Natural Disasters/Catastrophes

¸ Theft or Destruction

¸ Malicious/deliberate

¸ Inadvertent error
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1d. Management Decision

1. Compare Cost with Benefits 

2. BUT remember there are decisions where 

cost vs. benefits are not applicable

3. Economic justification can be calculated 

by: 

Anything x Infinity = Infinity
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1e. Emerging trends:

1. ISACA ïInformation Systems Audit and 

Control Association (50,000 members) 

CISA & CISM

2. CPA/CITP specialist designation

3. SOX applicability to smaller companies
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1f. Operational uses of Backups:

1. DSSôs 

2. Test Companies

3. Development Companies

4. Scoreboards 

5. Lookups

6. Read-only databases
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1g. Likely downtime

ñIôll call the company that has the tape 

backup and see when they can get it back 

to us.ò

Most error is caused by users ïif we have 

the backup we can restore immediately 

with minimum loss of productivity
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An aside (to be personal)

Never, never, NEVER mix data and operating 
systems on the same drive

Operating System

Data
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Part 2: What are we trying to do?

¸ 2a. What databases need backing up 

¸ 2b. Log file

¸ 2c. Other applicable DBs
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2a. What databases need backing up?

¸ Production 

¸ System databases ïMaster, msdb, Model

¸ Log file

¸Other applicable DBs
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2b.  ERP Architecture (SQL Server)
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2c. Disk arrangements - Objectives:

1. Speed / Performance 

2. Reliability / Redundancy

3. Vulnerability / Risk
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Part 3: Disks

1. RAID arrays 

2. Appropriate use

3. Typical arrangement
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3a. RAID (Redundant Array of  
Independent/Inexpensive Disks)

RAID # Description

0    Striped set 

1    Mirrored set

5    Parity set

10  Striped then Mirrored
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3b. Appropriate use

O/S + Programs Cluster

OLTP db    5 or 10 

DSS db Stripe

Tempdb    Stripe

Log file   Mirror

Backup  Isolated
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3c. Optimizing the Database 
Using Filegroups with Hardware-based RAID
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Part 4. FAQs

1. RAID 

2. Cluster

3. Log Shipping

4. Full Backups 

5. Backup Methods
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4a. Why backup when I have a RAID 
system?

¸Because RAID does not deal with user 

error

¸RAID deals with Disc Hardware error and 

performance issues
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4b. Why backup when I have a 
Clustered system?

¸Because Clusters do not deal with user 

error

¸Clusters are designed to deal with O/S 

and certain Program errors



© Cliff Beacham 200724

Typical Clustered System

¸ Single subnet

¸ No routers

¸ No Internet 

access to DB
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